
Content Filtering in a  
mobile-first environment

Content filtering from Wandera enables your business to prevent data breaches, exposures and 
attacks on mobile, before they happen. It works through implementing granular, context-based 
policies to control the sites and apps employees can access on their mobile devices. 

The need 
The vast majority of companies enable some form of web content filtering within the corporate network, ensuring coverage of traditional IT 
infrastructures like work-assigned computers and laptops. Only recently have business began to seek the same level of visibility and control over 
mobile devices. This trend has largely been driven by:

USAGE SHARE

Mobile’s increased share of 
usage overall

ACCEPTABLE USE

Confusion as to what 
constitutes acceptable 

use on mobile 

INFORMATION LEAKS

A greater opportunity for 
information leaks and 

productivity drain

L ACK OF VISIBILIT Y

Lack of visibility into how 
employees are engaging with their 

mobile browsers

The use cases 
Shadow IT & File Sharing

Employees using Shadow IT services on their mobile devices risk leaking valuable company 
data and IP. 

11% of surveyed employees admit to using unapproved file sharing services such as 
Google Drive, iCloud and Dropbox on work devices.

Mobile is an especially hard platform to eliminate Shadow IT on as companies are often blind to 
the activity users’ engage in on their devices. Using Content Filtering, this risk can be mitigated.

Preventative Security 

There are millions of apps and websites available to employees these days on their mobile 
devices, a substantial portion of which contain harmful malware and other vulnerabilities. 

80% of the top 50 adult sites were found to contain security vulnerabilities and were 
exposing sensitive data to potential attackers.

Enforcing an acceptable usage policy for mobile devices using content filtering is a solid first 
step towards better security.



The use cases  (continued)

The conclusion 
Content Filtering on mobile devices is shifting from a should-have to a must-have. With mobile usage increasing, now is the time to dedicate the 
same level of scrutiny and resource to managing mobile devices as desktop computers have received for decades.

Wandera’s web gateway for mobile provides best-in-class Content Filtering functionality, allowing admins to control access to a large number of sites 
and apps using an intuitive dashboard.

Wandera is the global market leader in enterprise mobile security, delivered through its pioneering web gateway. Providing maximum 
visibility into mobile data, Wandera goes beyond threat detection to prevent attacks and contain data leakage. The solution’s threat 
intelligence is powered by MI:RIAM, a real-time security engine that analyzes the industry’s largest mobile dataset to uncover new 
vulnerabilities and zero-day threats as they emerge.

Productivity Gain

A highly-portable mobile device presents a unique challenge when 
compared to locked down, traditional infrastructure because the user 
has access to web surfing at anytime they desire, as well as games and 
apps that disrupt their work.

The average time spent on recreational mobile activities by 
employees during traditional working hours is 30 minutes.

Content filtering can assist in limiting access to productivity drainings 
apps and websites during the workday.

To explore how this technology can benefit your organization, get in touch with 
one of our experts. 

wandera.com/demo

Legal Considerations

Corporate liability and vicarious liability laws ‘hold employers liable for 
the actions of their employees’. This includes their actions on their 
work-assigned mobile devices. 

A UK based organization was recently found partially liable for 
damages when one of its employees found to be viewing child 
pornography online at work.

Content filtering can ensure that employees are blocked from accessing 
inappropriate or illegal content on their corporate mobile devices. 

Mobile Expense Management 

Streaming media, downloading large files and receiving unwanted 
spam are, for many organizations, among the top bandwidth hogs that 
lead to unwanted bill shock.

Companies experience an average savings of 35% after content 
filtering is implemented.

Content Filtering on mobile devices provides an opportunity for 
employers to gain a tangible return on investment by blocking or 
limiting access to data hungry services. 

GDPR compliance

With a variety of regulation to adhere to, organizations must ensure 
sensitive information is not exposed to attackers. Many admins severely 
restrict access to any service that processes PII when employees 
connect to insecure WiFi hotspots. 

Employee devices connect to an average of 12 different WiFi 
networks every day, around 3 of which are insecure.

Content filtering can ensure data breach events are far less likely when 
employees are using public WiFi networks.


