


.The collaboration and constructive solution finding brought us great joy. Together as a team, we
addressed the business requirement and found a suitable solution that reduces complexity in

authentication for our employees while simultaneously increasing security.”
Christian Pillat, IT Team Leader LOUIS

Background Solution Identification
In today’'s business world, securing access and identities To identify the ideal solution, various authentication
is of highest importance, especially for protecting critical methods were considered, with SmartCards, fingerprint

systems. This becomes even more critical as we move sensors, and tokens playing a key role. In close cooperation
closer to core business operations and revenue-generating with consultants from TAPDE, all these options were

areas. evaluated in detail at the IT security fair it-sa 2023, and
discussions were also held with potential technology
Project Objective partners.

At retailer Louis, the task was to enhance the security of

the systems at the Point-of-Sale (POS) by implementing Decision

a suitable authentication system, without compromising Finally it has been decided to go for YubiKeys in combination
user friendliness for the approximately 1400 employees with HID readers.

at the cash registers. The challenge for project manager

Christian Pillat was to find a balance between security

and user friendliness. The cash register systems run on a

Microsoft operating system, and the cash register software

is provided by SAP.

This decision was made based on several key factors:

1. User-Friendliness: The user friendliness of the YubiKeys proved particularly suitable for the 2200 employees in
over 90 Louis stores. The YubiKeys are attached to zippers, making them easily accessible. Authentication using
the keys at the easily accessible readers ensures quick and comfortable use. The solution enables straightforward
authentication, significantly improving employee experience without compromising on security.

2.1IT Management: From the IT department’s perspective, the chosen systems provided the required security, were
quick to roll out, and easy to manage. This is especially important to ensure smooth operation in a multi-site
environment.

3.Security and Flexibility: The products from Yubico, a European company, and HID impressed with their high
security, innovation, and flexibility. These attributes are crucial for responding to the dynamic requirements in retail.

Conclusion

With the consultation of TAP.DE experts and the implementation of YubiKeys in conjunction with HID readers, Louis was
able to significantly enhance the security at the Point-of-Sale without compromising user friendliness for the staff. This
solution represents an important step in the continuous improvement of security measures without affecting efficiency
or the user experience. The successful execution of this project demonstrates how the careful selection of technology
solutions and collaboration with experienced consultants can achieve a balance between security, efficiency, and user
friendliness.

About Louis

Louis Motorrad is the market leader in Europe for motorcycle clothing and accessories, offering the largest product
range. With over 55,000 products from more than 500 brands, about 100 stores, and an award-winning online shop,
Louis provides a comprehensive selection, fast delivery, and excellent service. Localized webshops cater to European
customers in their home countries. More at www.louis.de

“We were very pleased with the challenge and collaboration in this project. Technology must serve

people and the business, which worked out very well in this case and drives us every day!”
Michael Krause, Sales Director TAP.DE

About TAP.DE Solutions GmbH: Since our foundation in 2007, we have established ourselves as a consultancy firm
with the clear goal of making the working world simpler and smarter for users. At the heart of our actions are security,
process efficiency, and compliance - crucial factors for business success today. From strategic planning to operational
implementation, we provide continuous support. As a specialized team, we advise companies on future topics such
as workplace design, endpoint security, and enterprise service management. As experienced system integrators and
consultants in process consulting and business analytics, we stand by our customers’ side.
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